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R dR dRoadmapRoadmap

•• Digital Currency IndustryDigital Currency Industry•• Digital Currency IndustryDigital Currency Industry
––Legal frameworkLegal framework

•• Digital Currency & Online CrimeDigital Currency & Online Crime
Examples of state and federalExamples of state and federal––Examples of state and federal Examples of state and federal 
prosecutionsprosecutions

•• Other New Payment SystemsOther New Payment Systems



The Digital Currency IndustryThe Digital Currency Industryg y yg y y



Wh t i Di it l C ?Wh t i Di it l C ?What is Digital Currency?What is Digital Currency?

•• Digital currency: Digital currency: 
–– Medium of exchange over the InternetMedium of exchange over the Internet
–– Allegedly backed by precious metals as the store of value Allegedly backed by precious metals as the store of value ––

““also known as “digital precious metals”also known as “digital precious metals”
•• Two parties involved in processTwo parties involved in process

–– Issuers: issue the currency and manage the precious metalsIssuers: issue the currency and manage the precious metals
–– Exchangers: offer service of exchanging national currency into Exchangers: offer service of exchanging national currency into 

digital currencydigital currency
•• Used for speculation in commodities, personUsed for speculation in commodities, person--toto--person person 

payments commercial paymentspayments commercial paymentspayments, commercial paymentspayments, commercial payments



Di it l C IDi it l C IDigital Currency IssuersDigital Currency Issuers

Simon Davis Douglas Jackson Jim and Pam Fayedg y

Jim Turk JP May Gordon Hayes

Bernard von NotHaus Dr. Habib Dahinden Arthur Budovsky



Digital Currency ExchangersDigital Currency ExchangersDigital Currency ExchangersDigital Currency Exchangers



H D Th T ti W k?H D Th T ti W k?How Does The Transaction Work?How Does The Transaction Work?

Third party Third party 
exchangerexchanger

Third party Third party 
exchangerexchanger

EE--gold gold 
AccountAccount

EE--gold gold 
AccountAccount



What kind of funds do exchangers What kind of funds do exchangers gg
accept?accept?
•• National currency to digital currencyNational currency to digital currency ---- variesvariesNational currency to digital currency  National currency to digital currency  varies varies 

by exchanger, but includes:by exchanger, but includes:
–– CashCash
–– Direct deposit to bank accountDirect deposit to bank account
–– Bank wiresBank wires
–– Western UnionWestern Union
–– Money orderMoney order
–– Money gramMoney gram

Credit cardCredit card–– Credit cardCredit card



What kind of funds do exchangers pay What kind of funds do exchangers pay g p yg p y
out with?out with?
•• Digital currency to national currencyDigital currency to national currency•• Digital currency to national currency Digital currency to national currency ----

varies by exchanger, but generally:varies by exchanger, but generally:
Western UnionWestern Union–– Western UnionWestern Union

–– CheckCheck
Bank wireBank wire–– Bank wireBank wire

–– Anonymous debit cardAnonymous debit card



Criminal Activity using Criminal Activity using y gy g
Digital CurrenciesDigital Currencies
•• Credit card fraudCredit card fraud –– “carders”“carders”Credit card fraud Credit card fraud carderscarders
•• Online child pornographyOnline child pornography
•• Online pyramid schemesOnline pyramid schemespypy
•• International drug traffickingInternational drug trafficking
•• Online gamblingOnline gambling
•• International money launderingInternational money laundering
•• TerrorismTerrorism

A thi ill l il bl liA thi ill l il bl li•• Anything illegal available onlineAnything illegal available online



Wh t tt t th i i l ?Wh t tt t th i i l ?What attracts the criminals?What attracts the criminals?

•• AnonymityAnonymityAnonymityAnonymity
–– Issuers Issuers –– many require only valid email address to open many require only valid email address to open 

accountaccount
ExchangersExchangers many do not require or verify anymany do not require or verify any–– Exchangers Exchangers –– many do not require or verify any many do not require or verify any 
customer informationcustomer information

•• Irreversibility of transactionsIrreversibility of transactions
•• Lack of Government OversightLack of Government Oversight

–– Most issuers and exchangers do not comply with any Most issuers and exchangers do not comply with any 
financial laws or regulationsfinancial laws or regulationsfinancial laws or regulationsfinancial laws or regulations



ComparisonComparisonComparisonComparison

•• Name, address, eName, address, e--mail mail 
requested for account sign uprequested for account sign up

•• Credit Card required for Credit Card required for 
instant transfer viainstant transfer via•• Payments can only be funded Payments can only be funded 

by bank account or credit cardby bank account or credit card
•• Payments can bePayments can be

instant transfer via instant transfer via 
InternetInternet

•• Customer must present Customer must present 
–– Received into bank accountReceived into bank account
–– Sent by check to listed Sent by check to listed 

addressaddress

gov’t ID for ingov’t ID for in--person person 
transfer or receipt of transfer or receipt of 
funds over specifiedfunds over specifiedfunds over specified funds over specified 
amountamount



Laws Addressing Online Laws Addressing Online 
Currency / Payment SystemsCurrency / Payment SystemsCurrency / Payment SystemsCurrency / Payment Systems



18 U.S.C.18 U.S.C. §§ 1960:1960:18 U.S.C. 18 U.S.C. §§ 1960: 1960: 
Prohibition of  Unlicensed MoneyProhibition of  Unlicensed Money

TTTransmitting BusinessTransmitting Business



“Money Transmitting”“Money Transmitting”
18 U S C18 U S C §§ 1960(b)(2)1960(b)(2)18 U.S.C. 18 U.S.C. §§ 1960(b)(2)1960(b)(2)

•What is “money transmitting”•What is money transmitting
–The term “money transmitting” includes 
transferring funds on behalf of the public by 

d ll i l di b t t li it d tany and all means including but not limited to 
transfers within this country or to locations 
abroad by wire, check, draft, facsimile, or 

icourier



18 U S C18 U S C §§ 1960196018 U.S.C. 18 U.S.C. §§ 19601960

•• Prohibits operation of an Prohibits operation of an unlicensed money 
transmitting business

Where such business is required to be licensed under– Where such business is required to be licensed under 
state law

– Where such business is required to be registered with 
FinCEN

– Otherwise involves transfer of funds known to be derived 
from criminal offense or intended to be used to promote p
unlawful activity



18 U S C18 U S C §§ 1960196018 U.S.C. 18 U.S.C. §§ 19601960

•• Section 1960 was enacted to “to combat theSection 1960 was enacted to “to combat the•• Section 1960 was enacted to … to combat the Section 1960 was enacted to … to combat the 
growing use of money transmitting businesses growing use of money transmitting businesses 
to transfer large amounts of the monetary to transfer large amounts of the monetary g yg y
proceeds of unlawful enterprises.”proceeds of unlawful enterprises.”
–– United States v. VelasteguiUnited States v. Velastegui, 199 F.3d 590, 593 (1999), 199 F.3d 590, 593 (1999)



18 U.S.C.18 U.S.C. §§ 1960(b)(1)(A):1960(b)(1)(A):18 U.S.C. 18 U.S.C. §§ 1960(b)(1)(A):1960(b)(1)(A):
State licensing requirementState licensing requirement
•• Majority of states require licenses for businessesMajority of states require licenses for businessesMajority of states require licenses for businesses Majority of states require licenses for businesses 

operating as money transmittersoperating as money transmitters

•• In Internet world, even if no physical presence in In Internet world, even if no physical presence in 
state, may need to be licensedstate, may need to be licensed, y, y



18 U.S.C.18 U.S.C. §§ 1960(b)(1)(B):1960(b)(1)(B):18 U.S.C. 18 U.S.C. §§ 1960(b)(1)(B):1960(b)(1)(B):
Federal registration requirementFederal registration requirement

•• Registration with Financial Crimes Network Registration with Financial Crimes Network 
(FINC ) ith D t t f T(FINC ) ith D t t f T(FINCen) with Department of Treasury(FINCen) with Department of Treasury
–– 31 U.S.C. 31 U.S.C. §§ 5330, 31 C.F.R. 5330, 31 C.F.R. §§ 103.11(uu)(5)103.11(uu)(5)

•• Designation as Money Services BusinessDesignation as Money Services Business•• Designation as Money Services Business Designation as Money Services Business 
(“MSB”)(“MSB”)



18 U.S.C.18 U.S.C. §§ 1960(b)(1)(B):1960(b)(1)(B):18 U.S.C. 18 U.S.C. §§ 1960(b)(1)(B):1960(b)(1)(B):
Federal registration requirementFederal registration requirement

•• MSB Regulation under the Bank Secrecy ActMSB Regulation under the Bank Secrecy Act•• MSB Regulation under the Bank Secrecy ActMSB Regulation under the Bank Secrecy Act
–– Must establish antiMust establish anti--money laundering program (31 money laundering program (31 

U.S.C. U.S.C. §§ 5318(h)) 5318(h)) 
–– Required to file Suspicious Activity Reports (SARs) (31 Required to file Suspicious Activity Reports (SARs) (31 

U.S.C. U.S.C. §§ 5318(g))5318(g))
–– Required to file Currency Transaction Reports (CTRs)Required to file Currency Transaction Reports (CTRs)Required to file Currency Transaction Reports (CTRs) Required to file Currency Transaction Reports (CTRs) 

(31 U.S.C. (31 U.S.C. §§ 5313) 5313) 
–– Establish procedures for verifying customer identification Establish procedures for verifying customer identification 

(31 U S C(31 U S C §§ 5318(l))5318(l))(31 U.S.C. (31 U.S.C. §§ 5318(l)) 5318(l)) 



18 U.S.C.18 U.S.C. §§ 1960 (b)(1)(c): Transmission of1960 (b)(1)(c): Transmission of18 U.S.C. 18 U.S.C. §§ 1960 (b)(1)(c): Transmission of 1960 (b)(1)(c): Transmission of 
criminal fundscriminal funds

•• Transfer of funds known to be derived fromTransfer of funds known to be derived fromTransfer of funds known to be derived from Transfer of funds known to be derived from 
criminal offense or intended to be used to criminal offense or intended to be used to 
promote unlawful activitypromote unlawful activity

•• Only prove that the proceeds were from a Only prove that the proceeds were from a 
“criminal offense”, not Specified Unlawful “criminal offense”, not Specified Unlawful 
ActivityActivityActivityActivity

•• Or prove defendant knew the funds were Or prove defendant knew the funds were 
intended to be used to promote or support intended to be used to promote or support p ppp pp
“unlawful activity” “unlawful activity” 



Other criminal violations?Other criminal violations?

•• Money Laundering (18 USC Money Laundering (18 USC §§§§1956, 1957)1956, 1957)
•• Reporting of Currency Transactions (31 USCReporting of Currency Transactions (31 USC §§Reporting of Currency Transactions (31 USC Reporting of Currency Transactions (31 USC §§

5331)5331)
•• Reporting of Suspicious Transactions (31 USC Reporting of Suspicious Transactions (31 USC §§p g p (p g p ( §§

5318)5318)



The right way …The right way …g yg y



P P lP P l li d t ittli d t ittPayPal PayPal –– licensed money transmitterlicensed money transmitter



The wrong way …The wrong way …g yg y





Case examplesCase examplespp



EE ld O i C i i l P tild O i C i i l P tiEE--gold: Ongoing Criminal Prosecutiongold: Ongoing Criminal Prosecution

•• December 2005: criminal search warrants and civilDecember 2005: criminal search warrants and civilDecember 2005: criminal search warrants and civil December 2005: criminal search warrants and civil 
seizure warrants issuedseizure warrants issued

•• Indictment unsealed April 2007Indictment unsealed April 2007
–– Conspiracy to launder monetary instrumentsConspiracy to launder monetary instruments
–– Conspiracy to operate an unlicensed money transmitting Conspiracy to operate an unlicensed money transmitting 

businessbusinessbusinessbusiness
–– Operating an unlicensed money transmitting business Operating an unlicensed money transmitting business 
–– Money transmission without a license (Washington DC)Money transmission without a license (Washington DC)



EE G ld ( t’d)G ld ( t’d)EE--Gold (cont’d)Gold (cont’d)

•• PostPost--Indictment Restraint of AssetsIndictment Restraint of AssetsPostPost Indictment Restraint of AssetsIndictment Restraint of Assets
–– Restraining order against defendants to prevent dissipation of Restraining order against defendants to prevent dissipation of 

assetsassets
24 seizure warrants covering 58 e24 seizure warrants covering 58 e gold accountsgold accounts–– 24 seizure warrants covering 58 e24 seizure warrants covering 58 e--gold accountsgold accounts

•• DefendantsDefendants
–– EE--GoldGold
–– Gold & Silver Reserve, Inc.Gold & Silver Reserve, Inc.
–– Douglas JacksonDouglas Jackson
–– Reid JacksonReid Jackson–– Reid JacksonReid Jackson
–– Barry DowneyBarry Downey







W t EW t EWestern ExpressWestern Express

Western Express:Western Express:
EE--Gold exchanger;Gold exchanger;
Distributed stored value cards;Distributed stored value cards;Distributed stored value cards;Distributed stored value cards;
Sold U.S. Taxpayer Identification Numbers; andSold U.S. Taxpayer Identification Numbers; and
Rented U.S. addresses for client mail dropsRented U.S. addresses for client mail drops

Clients in Russia, Ukraine and other Eastern European Clients in Russia, Ukraine and other Eastern European 
countriescountries
Al i l d i b i i l i iAl i l d i b i i l i i hi i hhi i hAlso involved in cybercriminal activity: reAlso involved in cybercriminal activity: re--shipping schemes, shipping schemes, 
phishing, spoofing, spammingphishing, spoofing, spamming



W t EW t EWestern ExpressWestern Express

•• Clients used stolen credit cards to makeClients used stolen credit cards to make•• Clients used stolen credit cards to make Clients used stolen credit cards to make 
purchasespurchases

•• Sold the merchandise online in exchange forSold the merchandise online in exchange forSold the merchandise online in exchange for Sold the merchandise online in exchange for 
EE--Gold which was sold through Western Gold which was sold through Western 
ExpressExpresspp

•• Prosecuted by Manhattan DA’s officeProsecuted by Manhattan DA’s office



W t EW t EWestern ExpressWestern Express

•• February 22 2006: Indicted married couple and sonFebruary 22 2006: Indicted married couple and sonFebruary 22, 2006: Indicted married couple and son February 22, 2006: Indicted married couple and son 
(Vadim Vassilenko, wife Yelena Barysheva, son Alexey (Vadim Vassilenko, wife Yelena Barysheva, son Alexey 
Baryshev)Baryshev)
–– Owners of Western ExpressOwners of Western Express
–– Charges: illegal check cashing and money transmission (not Charges: illegal check cashing and money transmission (not 

licensed) in violation of NY Banking Regulationslicensed) in violation of NY Banking Regulations
–– $25 million flowed through bank accounts$25 million flowed through bank accounts

•• Husband and wife pled guilty later in 2006 in NY to Husband and wife pled guilty later in 2006 in NY to 
running unlicensed check cashing and money transferrunning unlicensed check cashing and money transferrunning unlicensed check cashing and money transfer running unlicensed check cashing and money transfer 
businessbusiness



G ld AG ld AGold Age Gold Age 

•• Gold Age operated as a digital currency Gold Age operated as a digital currency 
exchanger, allowed anonymous transactionsexchanger, allowed anonymous transactionsexchanger, allowed anonymous transactionsexchanger, allowed anonymous transactions
–– Buy EBuy E--gold and Gold Age would send wire or checkgold and Gold Age would send wire or check
–– Sell ESell E--Gold and Gold Age would accept wires, cash Gold and Gold Age would accept wires, cash 

deposits mail in postal money orders and checksdeposits mail in postal money orders and checksdeposits, mail in postal money orders and checksdeposits, mail in postal money orders and checks



G ld AG ld AGold AgeGold Age

•• Also prosecuted by Manhattan DA’s officeAlso prosecuted by Manhattan DA’s office•• Also prosecuted by Manhattan DA s officeAlso prosecuted by Manhattan DA s office
–– 66--month undercover in 2006, transmission of $30 millionmonth undercover in 2006, transmission of $30 million
–– July 27, 2006: Indictment of Arthur Budovsky and July 27, 2006: Indictment of Arthur Budovsky and y yy y

Vladimir Kats for operating an illegal money transmitting Vladimir Kats for operating an illegal money transmitting 
business out of their Brooklyn apartmentsbusiness out of their Brooklyn apartments



Other New Payment MethodsOther New Payment Methodsyy



Oth N P t M th dOth N P t M th dOther New Payment MethodsOther New Payment Methods

•• Internet Payment ServicesInternet Payment ServicesInternet Payment ServicesInternet Payment Services
•• Electronic PursesElectronic Purses
•• Prepaid CardsPrepaid CardsPrepaid CardsPrepaid Cards
•• Mobile PaymentsMobile Payments



Ch t i ti f N P t M th dCh t i ti f N P t M th dCharacteristics of New Payment MethodsCharacteristics of New Payment Methods

•• Operate via the Web often with no clearlyOperate via the Web often with no clearlyOperate via the Web, often with no clearly Operate via the Web, often with no clearly 
identified home jurisdictionidentified home jurisdiction

•• Legal rationale is providing crossLegal rationale is providing cross--border border g p gg p g
payment options for the unbankedpayment options for the unbanked

•• No obvious or consistent way for consumers No obvious or consistent way for consumers 
d itt t d t d dilid itt t d t d diliand money remitters to conduct due diligence and money remitters to conduct due diligence 

on one anotheron one another



E lE l N t llN t llExample Example ---- NetellerNeteller



N t ll ( t’d)N t ll ( t’d)Neteller (cont’d)Neteller (cont’d)

•• January 16, 2007: SDNY; 2 defendants January 16, 2007: SDNY; 2 defendants y , ;y , ;
complained on 1956 violationcomplained on 1956 violation
–– Operation of internet payment services company (Neteller) Operation of internet payment services company (Neteller) 

that facilitated transfer of billions of illegal gamblingthat facilitated transfer of billions of illegal gamblingthat facilitated transfer of billions of illegal gambling that facilitated transfer of billions of illegal gambling 
proceeds from US citizens to owners of gambling proceeds from US citizens to owners of gambling 
companies overseescompanies oversees

–– Neteller based in Isle of Man publicly traded in UKNeteller based in Isle of Man publicly traded in UK–– Neteller based in Isle of Man, publicly traded in UKNeteller based in Isle of Man, publicly traded in UK
–– approx. 85% of revenue from North Americaapprox. 85% of revenue from North America

•• Defendants charged with conspiring to transfer Defendants charged with conspiring to transfer 
funds with the intent to promote illegal gamblingfunds with the intent to promote illegal gambling



E lE l W bW bExample Example ---- WebmoneyWebmoney

•• WebMoney Transfer (WebMoney Transfer (www wmtransfer comwww wmtransfer com))WebMoney Transfer (WebMoney Transfer (www.wmtransfer.comwww.wmtransfer.com))
–– Based in RussiaBased in Russia
–– Internet payment system based on WM units and pursesInternet payment system based on WM units and purses

•• WMR WMR –– Russian Rubles purse/unitRussian Rubles purse/unit
•• WMZ WMZ –– US dollars unit/purseUS dollars unit/purse

–– To join: download WM client and registerTo join: download WM client and registerj gj g
–– Like eLike e--gold, can fund account without bank account or gold, can fund account without bank account or 

credit cardcredit card



Second Life Second Life –– Linden dollars?Linden dollars?

January 2008: Second January 2008: Second 
Life bans unregulatedLife bans unregulatedLife bans unregulated Life bans unregulated 

banksbanks
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